CyberSleuth for tactical digitized communications and information networks are reported in this paper. CyberSleuth is a conceptual prototype of an autonomously adaptive agent-based vulnerability assessment system, developed by U S . A m y Research Laboratory and its partners, capable of providing continuous protection of resource-constrained tacticalnetwork computing equipment using generic algorithms, dynamic object mechanisms, and agent technologies. The system has been successfully demonstrated on nonmilitary networks consisting of heterogeneous hardware platfoims running disparate operating systems. Technical features of CyberSleuth and procedural issues for its eventual deploymenr in a tactical network are described and discussed in this paper with special emphasis on its mobility, functionality and integrity.
(U MTRODUCTION
U) Tactical digitized communications and information networks are the front-end of the Global Information Grid from which tactical information is collected, processed, disseminated, and exchanged. The tactical digitized communications and information network is a network of computing and communication systems that enables the war fighter to maintain information superiority. It consists mainly of dispersed computers that interconnect by various types of tactical radios and routers providing mobile wireless voice and data communication at different speeds and often operating in hostile environments. Precluding adversaries from exploiting the vulnerabilities of these tactical computer systems is paramount because they are primary enablers for the tactical digitized network, which is part of the 21'' century network-centric warfare.
(U) Traditional tools and techniques for assessing system vulnerability are unsuitable for tactical digitized communications and information network systems that operate in resource-constrained environments.
For example, automatically assessing system vulnerabilities by performing all the tests is effective, but continuously doing it is impractical in the tactical digitized network environments because these tests would consume practically all computing and data-communication resources, and periodically doing it would create predictable windows of vulnerability when the tests are not performed.
(U) To alleviate these problems, U.S. Army Research Laboratory (ARL) and its partners from industry and universities successfully developed a conceptual prototype of an autonomously adaptive agent-based vuinerability assessment system called "CyberSleuth" during the concept-exploration phase of the project. CyberSleuth is capable of providing continuous protection of resource-constrained tactical digitized comniunications and information network environments using genetic algorithms, dynamic object mechanisms, and several kinds of agent technologies such as mobile agents, intelligent agents, autonomous agents, and cooperative agents [l] .
The system has been successfully demonstrated on nonmilitary networks consisting of heterogeneous hardware platforms running disparate operating systems-Windows, Linux, and Solaris. This proof-of-principle prototype system was a tangible result of a successful basic-research project.
.~ UNCLASSIFIED (U) The project is now in the demonstration-andvalidation phase, during which technical efforts are focused on demonstrating the system on a tactical digitized network in the laboratory at U.S. Army Communications-Electronics Command (CECOM). Preliminary results and concurrent technical and procedural activities are reported in this paper, which is organized as follows. The next section presents a brief overview of CyberSleuth and its capabilities, followed by a report of past accomplishments and current activities. Then future work and a conclusion are presented in the last sections.
(U) OVERVlEW (U) CyberSleuth is designed to provide continuous vulnerability protection of tactical computing assets operating in resource-constrained environments.
It operates in dual modes, paranoid mode and suspicious mode. When CyberSleuth is in the paranoid mode, the Paranoid Agent uses environmental factors to adaptively select a subset of assessment techniques, dynamically compose mobile assessment agents, and dispatch them to a target environment to search for the existence of any vulnerability of which it has no foreknowledge. These techniques are also known as paranoid techniques. The results of the operation form the hasis for the subsequent mode of operation-the suspicious mode, which operates as follows.
(U) Using the results of the system's paranoid mode of operation to form a basis for directing specific vulnerability assessment activities, the Suspicious Agent, which has access to a pool of suspicious techniques, creates and dispatches investigative agents to the target host to perform a series of specific assessments related to the vulnerability discovered in the paranoid mode. The results of the operation are recorded and formatted according to the application's requirements such as displaying alerts to the operator.
(U) The adaptability and intelligence of the CyberSleuth were mainly based on genetic algorithms; hence, geneticalgorithm terminologies such as "gene, genotype, and phenotype" are often used to describe its chaacteristics. A "gene" refers to a vulnerability assessment technique, and a "gene pool" is a repository of available assessment techniques. Whenever a new assessment technique is made available, it is simply added to the gene pool. A "GeneBean" refers to an assessment technique implemented as a JavaBeansTM component [2].
A "genotype" refers to a combination of some selected assessment techniques for constructing a "phenotype," which is an assessment agent.
(U) The mobility of an assessment agent was made possible by using a Java technology called "aglet" (U) During development of CyberSleuth, several important milestones were attained. First, a dozen new vulnerability assessment mechanisms were fruitfully developed. Ten of these were an addition to an existing gene pool of assessment techniques for Unix systems, and the other two were a brand-new development for Windows platforms. All of these mechanisms were integrated and run successfully.
(U) Second, an evaluation of currently available tookits for building mobile agents was carried out and concluded that the Aglet Software Development Kit (ASDK), now an open source, was still the most practical toolkit for developing CyberSleuth.
(U) Third, a diagram depicting the relationship among the Java classes used to create CyberSleuth was generated for technical documentation purposes using Unified Modeling Language (UML).
--------. 
UNCLASSIFIED (U)
The system continues to be evaluated on a wired network. New vulnerability assessment mechanisms for operating systems continue to be developed because exploiting operating-system vulnerability is still the most common method of attack used by intruders [SI and new vulnerabilities inherent in existing systems continue to be discovered. This is a recurrent event, which usually entails each potentially affected computing system be manually scanned and updated-a lengthy and laborious process that can be substantially alleviated by Cybersleuth. Whenever a newly developed assessment mechanism is developed, it is simply implemented as a JavaBeans component. The component becomes a GeneBean when it is stored in the gene pool. Once having been placed in the gene pool, the new GeneBean is used by CyberSleuth to create an evolving payload for its assessment agents.
(U) The mobility of these assessment agents enables an automatic and convenient method for assessing and updating every potentially affected computing system whose path is reachable from the node hosting the dispatcher of CyberSleuth.
The scalability of CyberSleuth facilitates its deployment in any size of the network-from a small experimental network to a much larger operational one.
(U) While the MANET technology is being developed, a SINCGARS network is being installed and will be completed at ARL in FY03. Once completed, the performance of CyberSleuth in this network will be evaluated, and its capabilities will be experimentally corroborated. Subsequently, CyberSleuth will be installed and tested in the tactical digitized network laboratory of CECOM. The network will provide a more realistic environment for judging CyberSleuth because the tactical digitized network has multiple routers connecting different tactical radios systems operating at different speeds. In this tactical digitized network environment, the concept of CyberSleuth will be furthermore developed, evaluated, and its performance will be used as a basis for transitioning it into tactical digitized networks and FCS communication systems.
(U) Security technologies and policies are also needed for integration into CyherSleuth to increase its chances for adoption by the end-user. CyberSleuth is now solely dependent on the security services provided by its hosting operating systems and the Java virtual machine on which it runs. CyberSleuth as of today has not incorporated any of the security technologies although they are described and discussed in the final report [l] . The described security technologies include public-key cryptography, digital certificates and signatures, access control, agent integrity, protection of mobile agents from hostile hosts, and protection of hosts from hostile agents. Future efforts will be concentrated on researching the most expedient security technologies for future tactical digitized communications and information network environments.
(U) Activities concurrent to the technical improvement of CyberSleuth include setting up an experimental network simulating a subnet of the tactical digitized network and acquiring-essential knowledge, skills, hardware, and software for building one. A decision to build this (U) CONCLUSIONS
~-UNCLASSIFIED
topology of the Army's future combat systems (FCS) communications as mobile and fully dispersed in an adhoc manner, the mobile-agent paradigm could be well suited for maintaining constant connectivity in this exciting but challenging computing environment. The mobility of assessment agents provides an automatic and convenient method for assessing every computing system whose path is reachable from the node hosting the dispatcher of CyberSleuth. The bandwidth consumption and integrity of CyberSleuth is of paramount importance and needs to be assured. Security technologies and policies also need to be developed for integration into CyberSleuth to increase its chances for adoption by the end-user.
